CONNECTING A VIRT^BTOKEN TO A PHYSICAL TOKEN GrawrW»iled: 12/17/2001 
Intel Corporation AttoSy Docket: 42390.P 13483 Agent: John P. Ward -^8) 720-8300 x280 

Page 1 of 4 




100 



Processor 
110 



Processor 
110 



Computing Device 



Network 
Controller 
140 




Memory 
130 



Protected 
132 



Virtual 
Token 
160 




Remote Agent 




CA 


190 




195 



FIG. 1 



CONNECTING A VIRTl^ TOKEN TO A PHYSICAL TOKEN Grawrn^Filed: 12/17/2001 
Intel Corporation Att^B Docket: 42390.P 13483 Agent: John P. Ward ^B) 720-8300 x280 

Page 2 of 4 



Hardware Token 
150 



Processing Units 
210 



Fixed Private Key 
220 



Fixed Public Key 
222 



Sup Private Key 
230 



Sup Public Key 
232 



Montor PCR Register 


TS PCR Register 
242 



Other PCR Registers 
244 



Virtual Token 
160 



Virtual Processing 
Units 
250 



Fixed Private Key 
260 



Fixed Public Key 
262 



Sup Private Key 
270 



Sup Public Key 
272 



Virtual 
PCR Registers 
280 



FIG. 2 



CONNECTING A VIRTX|^ TOKEN TO A PHYSICAL TOKEN Grawr^^iled; 1 2/! 7/2001 
Intel Corporation Att^BDocket: 42390.P 13483 Agent: John P. Ward ^» 720-8300 x280 

Page 3 of 4 




CONNECTING A VIRTX^L TOKEN TO A PHYSICAL TOKEN Grawn^Filed: 1 2/ 1 7/200 1 
Intel Corporation Att^B Docket: 42390.P 13483 Agent: John P. Ward 720-8300 x280 

Page 4 of 4 



C 



Begin 



Generate/Obtain Parameters 
For PT Request 
410 



Request PT To Provide 
Information In Support 
Of A VT Endorsement 
Credential Request 
418 



Generate And Provide 
Support Information 
422 



Generate Credential Request 
Package From Certification 
Message 
426 



Provide CA With Credential 
Request Package 
430 



Unpack Credential 
Request Package 
434 

1 



Issue And Provide 
Requesting Device With 
Requested VT Credential 
462 




400 



Refuse To Issue 
VT Credential 
442 



FIG. 4 



C 



I 



End 



